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1.0

2.0

3.0

GENERAL

Purpose and Objective

This Service Level Agreement (SLA} has been jointly created by MDA and
the Department of Information Technology (DIT) to detail the conditions and

expectalions of our two organizations regarding the delivery of information
technology services.

We belisve this SLA will help us express our expectations of each other,
manage our respective workioads, communicate mere effectively and
guickly resotve any service problems that may arise. This decument can be
viewed as a building block that will contribule to a long-ierm relationship.
Accordingly, no changes will be made to this document without the

agreement of both organizations. This document will remain in effect until
explicitly replaced or terminated.

Scope

DIT will provide the following services at all MDA iocations. These services
include application development and mainienance, helpdesk services,
voice, deskiop and field services, computing services, data and network
connectivity services, disaster recovery and business resumption services,

information technology and consulling services, |IT procurement and IT
contract management.

Roles and Responsibilities

DIT shall:

Be responsible for providing the resources and skills to deliver the
agrecd-10 services identified in the SLA.

Communicate the methodology for pricing and the process for
collecting fees and payments.



Crganize, facilitate and aftend meetings In order to meot service
objectives and business demands.

=  Commit io teamwork and conflict resolution.

Ensure the needs ang concems of DIT and the MDA are
represented.

MDA shail:

» Assign an individual as the Departrment SLA Manager.
« Commit to tearmwork and conflict resolution.

Communicaie all issues and problems to DIT faliowing the problem
management and escalation procedures outlined in this document.

* Communicate with DIT to ensure that DIT is adeguately informed
apoul MDA needs, reguirements and business directions. The
Agency must communicate with DIT immediately if there are
changes in program direction. Mew initiatives must  be
communicated fo DIT sc that adeguate preparation and

procurement time 5 available {o implement new or enhanced
sCrvices.

+ include appropriale DIT Information Officer (i0) in IT strategic
planning activities.

MDA Ownership of MDA Data

MDA Data is and will remain the property of the {Insert Agency Name]. The DIT
in delivering information technology services is acling as the custodian of [Insert
Agency Name] data. The data owner, i.e. [Insert Agency Name] is responsible
for communicating dala reguirements 1o the DIT, e.g. access righis, criticality,
etc. The DIT will establish and maintain environmental, safety and facility
procedures, data securily procedures and other safequards against  the
destruction, loss, or alteration of [Insert Agency Name] Data in the possession of

the DIT which are no less rigorous than those maintained by the DIT for its own
information of a similar nature.

Responsibility for Application and General Controls

Application Controls apply to individual computer application systems and may
include such conmrols as data orgin, input conirols, processing controls, output
controls, applicalion access controls, application interfaces, audit trail controls,
and application documentation. Application Comrols consist of mechanisms in
place over each separate application {computer system) that helps to ensure
authorized data is processcd completely, accurately. and refliably. [lnsert Agency



Name] is and will remain responsible for ensuring appiication controls are in
place and functoning properly within their organization.

Gereral controls provide the business and IT functions with a set of
encompassing contrels that are shared by several agencies/depariments or
information system functional units, or suppert underlying functions that one or
more applications rely on. General controls commonty include controls aver data
center operations, system software (not application software), acguisition and
maintenance, physical security, OS (Operating System) level security, application
sysiems development maintenance, and overall IT Department administration.
These controls apply to all systems, e.g. mainframe, mini-computer, and end-

user computing envionmenis. DIT is and will remain responsible for general
controls.

Security

MDA and MDA personnel are responsible for complying with DIT IT security
policies.

A0 Contact Information:

The Information Officer will be the primary represeniative from DIT
managing and ensuring sefvice delivery as identified in the SLA.

Lynn M. Draschil
517-241-7423

525 W. Allegan, Constitution Hall 8™ floor south, Lansing, Mi 48933
Draschil@michigar.gov

Keith Creagh has been identified as the Department’s SLA Manager and
will be the primary represeniative for MDA

Client Service Center 517-241-2425 or 800-613-5606 or 241-9700
The DIT Client Service Center is available 7:30 am — 5:00 pm WMonday

through Friday. This Client Service Cenier is the point of contact for MDA
sarvice requests and problems.

5.0 SLA Problem Management and Escalation

It is anticipated that the services provided by DIT will be acceptable o the
Department.  In the event that the Department is dissatisfied with the
scrvices provided, the Department SLA manager should contact the DIT
10, The IO will resoive the issug 1o lhe Department's satisfaction. 'f a
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muiuzl resclulion can not be reached, the issue will be elevated to the
Director of the Department of Information Technology.

SLA Document Change Process

Changes to this agreement may be negotiated based on changing
business or semrvice needs or significant variances from  service
commiiments. Requests can be submiticd to the 10 or the Department's
SLA Manager, and they will negotiate the changes. The changes must be
agreed 1o by the Directors, or their designees, of both organizations.

Maintenance and Distribution of the Agreement

The 10 is responsible for maintaining this Agresment and ensuring that

changes have been incomorated when appropriate prior to disiributions of
new versions.

Distnbution of copies within the MDA organization is the responsibility of
the Department SLA Manager.

Billing and Inveicing

The DIT services charges will be based on aciual cosls, which are
deemed fully allowable and approprialely assigned or aliocated to
respective DIT services as required by OMB Circular A-87. DT is in a
tfransilion period. As a service providor to Stale of Michigan agencies, the
ultirmale direction is to move to a fully-rated cost recovery model. Noted

below are cost treatments and charge-back methodologies for DIT
scrvices for FY 2003,

Invoices must be paid within 30 days of reccipt. If an ilem is disputed the
remaining invoice amount must be paid in full within 30 days of receint.

MDA must nolify Carey Sparks of disputed items within 10 days of receipt
of invoicao,

DIT Cosl & Cost Recovery Treatments FY 2003

Direct Charges: The MDA will be charged for costs direclly associated
with the delivery of IT services. Examples include: direct agency assigned
staff and agency specdific 1T procurement. In some instances there are
staff who are working for multiple agencies in a non-rated service.
Program managers will provide work distributions based on time reporting
dala for staff in these roles. Staffing cosls will be charged o the MDA
based on distribution percentages, DIT will continuc 1o maintain time



slatistics. Time statistics will be distribuled to each Agency on a monthly
basis, or as agreed upon by the Agency and DIT.

Program Administration (PA): Program Administration {which includes
divisional, sectional and team administration} expenditures are costs
incurred by program management in the delivery of IT services. An
exampie of such cost is the Direcior of Agency Services. Costs incurred
by the Director of Agency Services will be allocated to the MDA as a
function of Agency Services’ direct salarfes charged by Agency. PA will

be allocated to the first-line staff through step-down allocalions based on
salary dollars,

Rated Services: The MDA will continue io be charged for rated services
such as Telecommunication data and wvoice networks, Data Cenier
Services, Project Management and Center for Geographic Information

Services, ctc. Raied services are charged based on usage for the specific
service per pubiished rate schedules.

Desktop Services: Desktop Services costs will ultimately be recovered

through a rated structure. Initially, however desktop costs will be allocated
0 lhe MDA bascd on relative percentage of desktops.

Desklop Services  x Agency Desktop Count = Agency Charge
Total Costs Total Desktap Count

Where required, Remedy stalistics may be used to aid the DIT in furlher

distribution of desktop costs. (Note: Specific deskiop purchases will be
charged dirsclly to the MDA and not aliocated )

Distributed Processing (DP}  Distributed Processing services (local
networks, servers, email, mainframe operations productions support, etc.)
will be charged to the MDA based on direct assignment of staff. DP

program administrafion will be allocated to firstline workers via step-down
funclion based an salary dollars.

Enterprise Portal Costs: Enterprise Portal cosls will be allocated {o the

MDA based on a weighted-average of content pages and page views for
intcmet costs.

Rent. DIT recognizes that there may be instances during transition where
BIT staff who are servicing mulliple agencies may be housed with an areg
that heretofore had been dedicated to a single agency. DIT will
recommend a method for cquitable allocation and "true-up” of these costs
for treatment beginning with the FY04 billing cycle,
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Annual Reconciliation. DIT will condust an annual reconciliation of
charges, or "true-up.” This will involve a comparison of billed charges to
the actual costs of providing those services. DIT may clect to refund any
difference to customers through a final adjustment to billings. However, if
difierences are within reasonable levels, they may be carried forward as

adjustments to future year's charges or rates as provided in OMB Circular
A-57.

Meetings: DIT financial staff, in coordination with the MDA's Information
Officer, will meet on a reqular hasis with MDA siaff to review DIT invoices
{invoices typically presented on a monthly basis) and identify and resolve

any biling adjustments, omissions and related issues that may be
identified.

Spending Plan: DIT financial staff will prepare and distribuie a spending
plan each month that annpualizes expenditures, yearto-date, against the
Agency Inter Departmental Grant. DIT financial staff, in coordination with
the MDA's 10, will meet on a regular basis with MDA staff o review the
spending plan, identify funding shorlages, and jointly prepare an action
plan to spend within available resources.

Audit Clause

As part of this S5LA, the MDA and DIT agree to this audii clause which
provides that financial records, documents, data, accounting procedures
and practices, programs, projects, information syslems, or any other items
of the service provided, deemed relevant to the SLA by MDA and DIT, are
subject to examination by the appropriate MDA and DIT representativos.
The MDA and DIT will, and will cause its subcontractors and suppliers o,
provide 1o the MDA and DIT {and internal and exiemal audiiors,
inspaciors, regulaters and other representatives that the MDA and DIT
may designale from time o time) access at reasonable hours to the MDA
and AT personnel, to the facilities at or from which services are then
being provided and to the MDA and DIT records and other pertinent
information, all 1o the extent relevant o the services and MDA and DIT's
obligation. Such access will be provided for the purpose of performing
audits and inspections. The MDA and DIT will provide any reasonable
assistance requested by either party or their designee in conducting any
such audit, including installing and operating audit software.

Following an audii, the MDA and DIT will conduct an exit conference with
MOA and DIT reprosentatives. The MDA and DIT wili mest to review each
audit report promptly after the issuance thereof and the MDA and DIT will
respond to each audit report in writing within thirty (30} days from receipt
of such report, unless a shorter response time is specified in such roport.
The MDA and DIT will develop and agree upon an aciion plan to promptly



10.0

1.0

address and resolve any deficiencies, concerns, and/or recommendations
in such audil report and the MDA and DIT will undertake remedial action in
accordance with such action plan and the dates specified therein,

Service Reviews

Quarterly (or as needed) reviews will be conducted with the Department’s
SLA Manager to assess scrvice effectiveness, address service problems,
and evaluate service delivery in light of business needs and availabie

resources. Particular attention will be paid io notable deviations from
commitmenis.

As a basis for the review, the 10 and Department SLA Manager will

- collaborate in collecting, analyzing and reporling service data associated

wilh the SLA. A report describing project statuses, issues addressed.

decisions made and acticns taken will be published within five {5) days of
the review meeting.

This review will alse include advice from DIT on technoiogy options that
have become available that could improve 1he overall lovel of service. This

review will also serve as an opportunity to idenfify improvements in
performance.

AGENCY SUPPORT SERVICES

New Systams Development

New systermn development is work that leads to the creation of new
systemfapplication.  Application development reguests will be submitied

through the process developed by the MDA and the 10
responsibilifies wili minimally include:

Agency
Development of the Project Feasibility document, which shall describe the
general busingss problem being solved. This document must include
Agency authorized signatures and funding source. Pror to proceeding

with the project, the Agercy shall be responsible for developing the project
charier, with assistance from DIT. This docurmen must identify:

= Project scopc.
# DIT and Agency Roles and responsibilities.
# Project management and project owngership.

Where DIT resource (staffing) conflicts exist, the Agency must re-prioritize

current projects and current mainlenance offoris to accommodate now
system development.
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Application Maintenance and Support

Enhancement and maintenance requests will be submitted through the
process developed by the [Insert Agency Name} and the 0. Application
maintcnance and suppori includes the following:

Enhancement sub-divided as follows:

Major Enhancement: involves significant new requirements, but
does not alter the overall makeup of an existing solution. This may
entail adding, changing or deleting functions for the existing
solution. Major enhancements will usually cause an impact to the
business, organization or architecture and may require significant
cost, effort, and time 1o complete. Exampies may include migration

to a new application platform, adding new inlerfaces, or re-
designing a database.

Minor Enhancements: involves adding new requirements against
an existing solution, but have minimal impact on the business,
organization, or architecture. Examples may inciude updates to
data tables, updating a field on an HTML view, or updating a
module that was originally changed via an emergency fix.

Maintenance sub-divided as follows:

= Cormecfive Maintenance: includes work that is initially spawned by

a problem incident reporl and is generally referred to as a “fix."
Involves changes made 1o application code in support of now or
changed sysiem software. Cost and effort are relatively low. This

work may be initiated to provide a complete fix after an emergency
fix was performed.

= Emergency Fix: defined as the occurrence of a probiem that must

be addressed immediately, such as the disruption of a syslem or
application.

Urgent — lile and death situations.

High - public impact, significantly impacts a large
number of users, or inahilily to meet deadiines
for statuiory payments,

Mediurn —  ali other situations that have impact on users.

Pericctive Maintenance: involves work that is initiated in order to
avert foreseeable problems, improve performance, quaility.
relizability, efficiency, usability, or maintainability of an installed
solution. An example may be performance tuning.



DT will be responsibie for on-going system maintenance, unless
otherwise outsourced o a vendor, for the duration of this agreement.
Should sysiem maintenance obligations impact the delivery of new
systems, or resources not be available within the existing staffing

structure, the Agency will be responsible for prioritizing maintenance
efforts.

C. CRITICAL APPLICATIONS

Service Levels required for mission critical applications for the MDA do nol
exceed the standard service levels identified in this document.  However, the
Office of the Racing Commissionar does reguire on-call weckend sarvice 1o
support their licensing/badging system. DIT will provide on-call service Saturday
and Sunday from 12:00 pm .- 8:00 pm. f service ts nesded, MDA racatrack staif
will contact DIT via a Nextet number. DIT staff will respond to the call within ane
(1) hour. MDA agrees to pay the on-call staff one hour straight pay for gach five
hours of on-call status.  if handling emergency situations by ielephone where a
physical refurn to the worksite s not required, stafl will be compensaied at the
on-call rate. If the actual lime spent on the problem exceeds one howr, than the
employee will be paid overtime for the ime exceeding one hour. Employees
called back to duty are paid at established overtime rates as outined in Civil
Service Regulation 5.02. Employees called hack 10 duty cutside of their normal
working hours are guaranieed a minimum of 3 hours pay, except that employees
must be compensaied for the actual amount of fime worked i the pericd of

caltback duty is more than 3 hours. The three hours minimum pay begins once
the employse reaches the worksite.

D. DISTRIBUTED PROCESSING OPERATIONS

1.0 Overview

The Distibuied Processing Operations {DPQ) Division within the DIT is
responsible for the planning, design, engineering and operations of all local area
networks for the State of Michigan. DPO also offers server and application
hosting services, e-mail service, fils and print senvices, operating system support,
maintenance support, software and hardware technology refreshment services in
a variaty of different facitities in a distributed environment.

DPG services arc typically provided Monday through Friday 8:00-5:00; however,
the Agency has the option to extend coverage via an on-call service.



DPO also offers mainframe job scheduling, operations and data eniry scrvices.

2.0

3.0

DPO Services

CPO provides the following types of services to Agencies:

. Facilities Manapement _ Network Management - .
| Senver Procuremeant | Job Scheduling!Cxecufion
erver Software installation | Maintenance Agreements QSW & Hw
: Asset.fCunﬁgurﬂtmn__Man‘agel‘nent Server { HW Capacity Planning
| Server installation/Setup _l Service Regquost Management
| Server Backup/Hecovery Software Problem Managemeni/Patch |
‘ Froccss

erver Documentation . Print Services ) - .

. SErver Soourity | Dpc:ratluns
- ) Metrics/Utilization Reparting _ _|
User Profile Managemeant Apphcatmn Server Support i
Performance Tuning | Server Software Distibution o
Server Monitoring and Corrective Change Control |
| Acom | .
' Pedformance Tuning | Software Versian Cnntrul |

Eewar I'u'lnnltorlng and Correciive |

] . |

DPO Monthly Costs

DPQ charges for FY03 arc costs directly associated with the delivery of

the services lisled above. These charges include three types of costs:
Payroll, Program Administration, and Supporl Costs.

Payroll consists of actual payroll charges for the pay perieds
ending during the invoice month. DPO staff is chamed 1o an

agency as dedicated to the agency, allocated to the agency, or
based on a time disiribution.

Dedicated: Cosis of DPQ employees working full-time for a
single agency.

Allocated: Costs of supervisors and managers are allncated

bascd on salary costs of employses in their reporting
organization.

Time Ristribution: Some DRPO employees provide sorvices to
muttiple agencies.  For these employees, their cosis are
distributed as a percentage or time worked for each agency.
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* Program Administration {PA) expenditures are costs incurred
by program management in the delivery of DPO services. An
example of such cost is the Director of Distributed Processing
Operations.  Costs incurred by the Director of Distrbuted

Processing Operations are allocated io agencies as a function
of Agency Services’ direct salaries.

Support costs are expenditures such as travel, ielephones,

pagers, copier rental, office supplies, and other CS5&M related
to the staff in the DPO organization.

E. IT PROCUREMENT

1.0 Overview

Coniract & Procurementi Services provides agency-specific and enterprise-wide
procurement and contract management services for IT commodities and
SErviCes. MAIN processing activities, wvendor interaction, and State

approvalfreporting reguiraments are handled by DIT Contraci & Procurement
Services.

2.0 Contract Management Services

DIT Contract Management Services is responsible for processing all IT related
contractual service requests, and ensures that the scrvices provided mect

contract specificalions. In serving these [T needs, DIT Contract Management
Services include the following:

Assisl Agency in developing, renewing, and re-bundling 1T contracts.

Work with Agoncy and project managers in identifying 1T needs and
developing statements of work.

Coordinate with DMB to determine most appropriale contract vehicie to
ohiain services.

Develop coniract language for Request for Proposal, Invitation to Bid,
and Sole Source contracts.

Work with Agency procuroment and personncl staff 1o obtain
Department of Civil Service approval, via C5-138, if necded.,

Participaie in pre-bid meetings, oral presentations, and joint evaluation
commillee process and vendor selection.
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Review contractor's detailed work plan o ensure it will result in
meeting the chjectives and lasks stated in the contract.

Act as liaison beiwgen Agency and Contractor in order to mutual

understanding of the respective roles and responsibilities of the
coniracior and the MDA,

» Pregpare conlract portfolio and states reports to share  with
managerment staff regarding contract management and activity.

Monitor coniracts with existing vendors and make recommendations
on exiensions and renewals using uniform analysis.

»  Manage contract change requests.

Monitor financial data for each contract to ensure that contract is on
budget.

Monitor all contract activity to ensure compliance with comractual
obligations and DIT strategic direction.

Leverage resources and create cosl savings by establishing contracts
using a best-practice, best-price, and besl-valug mindset.

Promote proactive management of the IT contract portfolio through
valued partnership and foster an enterprise-wide perspective.

= {oordinate funding approvals.

Adhere io Executive Directives/Executive Orders, DIT and Agency-
specific requirements in pocessing T contractual service reguests.

Process appraved agency contractual service reguests in a limely and
afficient manner.,

Procurement Services

DIT Procurement Services covers the purchase of all nordelegaled 1T
commadities and services for State agencies.

The DIT Procurement Services Section performs  all MAIN-related
functions for IT procuremenis. These include requisitions, purchase
orders, change orders, receivers, and cancellations. DT FProcurement
Services will issue Agency-specific procurement reguisifions in oa
designated MAIN ADPICS depariment number and mute those
documents for view and approval by the Agency, based on approval path
informaticn provided by the Agency. DIT Procurement Services will notify
end users of request status throughout the procurement.



In serving the IT procurement needs of the Agency, DIT Procurement
Services will:

Adhere to Agency-shecified approval requirements for IT purchases;

Provide a vanety of methods for Agencies 1o request the purchase of

deskiop commeodities, including lelephone requests, e-mail, fax, 10-mail
requesis;

Process approved Agency procurement requests through appropriate DIT
approvers in & timely and efficient manner;

Check published on-hand stock status for items that can be redeployed
free of charge before pracuning new items using Agency funds;

Frocure commodities that meet published enterprise standards;

Use a variety of procurement methods, including the MAIN system and

procurement cards, 1o purchase items at the most favorable cost and
valug,

+ Notify the Agency of procurement reguest status;

If requested, use Agency-specific coding in selected fields of MAIN coding
hiocks 10 assist the Agency in reconciling its monthty invoice:

+ Establish and maintain a MAIN ADPICS department approval path to
route Agency-specific purchases for approval and viewing by Agency staff;

Work with the Depot to perform the receiving function for commodity
purchases;

= Adhere to Siate Executive Directives and instruclional memoranda
regarding the approval, processing, and reporting of IT commodities;

Expediie orders as quickly as administratively possibie for urgent Agency
requests;

Coordinate procurement efforis with those of DIT Infrastructure Services,
Agency Services, and Administrative Services to streamline receipt,
delivery, and billing for commodities;

Provide procurement contact names and instructional media to Agency
staff regarding DIT procurement methods.  If requested, meest with and
train Agency slaff on DIT procurement processes;
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Work cooperatively with DIT Infrastructure Services to maintain warranty

and maintecnance agreements for software and hardware serving the
Agency,

Strive 10 lower Agency costs for licensing and mainienance purchases by
combining procuremenils for volume discounts;

Process assigned invoices in a timely manner and work proactively with

DMB Accounts Payable staff to ensure timely, accurate payment of vendor
invaices.

The Agency will be responsible to:

Enter Account Code (AC3} information inte requisitions in the approval
path, if the Agency chooses to request AC3 coding for its IT purchases;

For IT desktop commodity purchases, supply information identifying the
end users name, phone number, and physical location to assisi in
notiflication, delivery, instaliation, and inventary tracking;

= Provide Agency-specific ADPICS depariment number and level numbaor
for inclusion in the DIT approval path;

Frovide DIT Procuremend with current information on Agency-designated

signatories  and  approvers  for DIT-0015  {Procurement  Reguest)
documents and Client Service Cenler Procurament requests;

Indicate whether funding for each procurement request is included in the
DG,

» Comply with the requirements of the End User Computing freeze on
desktop commodities by providing a business casc for any deskiop
commodity request that includes some portion of general fund monies.,

Charges to the Agency for Procurement Staff will be based on the percentage of
fransactions processed for the Agency by its designated procurement liaison(s)
and relaled percenlage of the supervisor and overhead costs. Remedy statistics
tmay be used to calculale number of transaclions processed for the Agency.

F. SECURITY SERVICES

1.0 Security 3ervices Dverview



Security Services cover the development, mainienance, implemeniation, and

enforcement of security-related policies and procedures for Slale Governmeant [T
resources.

It also includes incident management, monitoring, and interaction with non-State
of Michigan securly entities to insure that the Staie's IT infrastructure is safe
from entities oulside State Government as well as within State Government.

2.0

3.0

Scope

+ Development of security-related policy and procedures.

Coordination, implementation, and enfarcement of all related security
policies.

= Moniloring of security processes.

Security Services
Security Awareness and Assgssment
Essential Base Services:

Development of Security Guidelines and Standards

. Development of guidelines and standards fo meel slate and federal

socurity obligations and needs.

. Coordination of DIT Securily agreement processes with agencics.
. Provide secunty-related tools, such as training matenal, cic.

. Research new security technologies and make recommendations for new

ProcCesses.

Premium Services:

Coordinalion of Security with agencies, including awareness promotion:
Work with agencies 1o promole security awarcnoss.

. Enterprise Risk Assessment: Conduct entorpnse-wide Rapid Risk

Assessment,

. Assessment & Management of Application Risk:



A Assessment of application risk: Assistl agencies in evaluating
degree of security-relaled risk.

B. Development of mitigatiocn plans: Provide assisiance to

customers toward development of mitigation plans to address
identified risks.

Passive Monitoring of IT Security Environment

Essential Base Service:

Monitoring of State Firewalls

1. Provide oversighi responsibility for the security of the Siate's
infrastructure,

2. Provide final approval on firewall rule changes in accordance with State
Standards and guideiines.

Provide Security Aled Services

1.

Meoniior, evaluate and publish industry security events and vulnerahilities
1o Agencies.

2. Provide network intrusion detection.

Moniior security breaches and provide information to agencies as
wamanted.

Hardware Secunly Scanning Services

1. Coordinate scanning of systems within SCOM for possible vulnerabilities.

2. Provide recommendations to resolve known vuinerabililies.

Yirus Proleclion

1. Coordinalion of virus prolection, delection and suppression at the PC,
server and network level.

General Security Monitoring

1. Provide reporns to agencies on security violations as well as policy

infractions.
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3.
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Provide |DS services on DIT supporied platforms.

Coordinating application of federal security programs, such as
Homeland Securnty (focused on "all threats” approach).

Active Monitoring of IT Security Environment

Essential Base Service:

Perdorm IT Risk Assessment Services

1.

3.

Perform risk assessment of DIT infrastructure facililies in accordance
with State policy and standards.

Perform on-demand risk assessmeni service, as needed within DIT for
new or changing infrastruclure facilities.

Document risk assessments for managemeni review and response.

Audits of Access Prvileges

1.

3.

Audit access codes and usage on platiorms within DIT based on
Secunty policies and standards.

Frovide information for coordinalion with customers on customer access
rights and privileges.

Assist  cuslomers with agency audits relating to [T

platformsfapplications. This assistance may invotve IRS audits, Audilor
Gengral audits, elc.

Premium Services:

1.

. User Monitoring - On-demand monitoring of users.

Ethical Hacking - Conduct ethical hacking against DIT platform
resources to assist in determining level of risk for intrusion, firewall
pralection and make recommendations on remediation strategies.

In  =specific
circumsiances, it may be necessary io monitor specific users lo address
suspecied lliicit or fraudulent use of IT resources.

Health |nformation Portability Protection Act (HIPPA) - Ensure
compliance with RIPPA regulations.

- security Accreditation of Computer Systermns - Facilitate scourity

accreditalion and certification of computer systems.



5. Formal Secunty Training / Awareness.

8. Hometand Secuiity incident Coordination |ssues/Response.

Coordination of Physical Security for T Facilities

Essential Base Service:

1. Provide cversight responsibility for the sccurity of the Staie's physical IT

infrastructure.

4.0 Disaster Recovery Services Overview

The Disaster Recovery and Emergency Management Services addresses DIT's

responsibility regarding planning, developing and executing disaster recovery
capabilities.

These services also address offering assistance to the agency toward development
of their business resumption plan responsibility. DT can leverage its disaster
recavery planning expertise to provide assistance to its plans and processes. While
both the development and execution of business resumption is cleardy an agency
responsibility, DIT will assist customers in dealing with this responsibility.

50 Scope

Assist in the creation of disaster recovery plans and processes and
creation and maintenance of a disaster recovery hardware environment.

Bring hardware and systems back online in 1he event of a disaster for
critical application infrastructuro.

- Assist toward development of business resumption

plans and
processes.

6.0 Disaster Recovery Services

Development and Maintenance of Disaster Recovery Plan

Essential Base Service:

Maintenance of Disaster Recovery Plan - For critical business and DIT
processes, creation of a disaster recovery plan covering:

1. Maintenance of existing disaster recovery plans.
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2. Disiribution of the disaster recovery plan.

Pramium Services:

A. Development of Disaster Recovery Plans - For critical business and DIT
processes, creation of a disaster recovery plan covering:

1. Developmenl of disaster recovery plans specific o

cach
platform/process.

2. Distnbution of the disasicr recovery plan.

Testing of Disaster Recovery Plan

Essential Base Service:

Testing of Disaster Recovery Plan - Coordination of testing process with DIT
infrastructure support and customer as required. This includes:

1. Testing of applications, network availability and output.

2. Ensuring thai adequale Disaster Recovery lesting is accomplished to
meet customers” business requirements.

Premium Services:

A. “Table-Top” Tesling - Pancl review of Disaster Recovery Plan fo verify plan
validity {(contenl, information, sequence, etc.).

B. Simulation Testing - Full-blown simulalion of Disaster Recovery Plan
execution to verify validity, completcness and effectivencss.

Execution of Disaster Recovery Plan
Essential Base Service: Mone.

Premium Services:

A. Declaration of an EMERGENCY - Based on customer

need and
circumstance, DIT is responsible for the declaration of an emergency.

1. Provides 'over and above’ normal business response for the specific

systems or applications for which the emergency has been declared,

2. Escalation io 7 X 24 coverage from on-calt individuals.



B. Dedclaration of a DISASTER - Based on customer need and circumnstance,
DIT is responsible for the declaration of a disaster. Disaster is defined by
MBA as an event causing a business interruption or iengthy delay, of nomat
business process and operations due to any number of ococurrences, such as
a fire, flood, accidental, ciminal acls or other unforeseen evenis. The

interruption or lengthy delay could be due to the effect of the event on
software, hardware, and building or staff.

Depending on the type of occurrence DIT would need to advise MDA of the
length of the expeacted interruption or delay, although some events would be

cbvious, and that would trigger the disaster recovery process. Points of
contact and altematives must be delermined.

The length of the inferruption or delay meeting the disaster criteria must be
defined by the owners of the business processes and the computer
applications that drive them along with the prorities of recovery.

PIT must work with the business owners to determine how long ihe
interruption of an appiication or delayed services would materially effect their

operation.  All applications being suppoded on the DIT hardware should be
considercd.

implernent a Disaster Recovery effort based on the
requirements defined in the Disaster Recovery plan to ensure that the DIT
Services meets pre-defined Agency Business Resumption Process

requirements {may include lthe deskiop, felecom, and distibuted server
environments).

necessary {0

1. Re-aslablishmeni of infrastructure

required 10 support business
resumplion.

2. Re-establishment of data acoess.

Processes

Essential Base Service:

Assistance {o agencies loward development of their business resumption
plans and processes.

» Coordination of business resumption planning process with DIT
Infrastructure: support, Agency Services and Cuslomer as required.
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» Ensurc that all infrastructure issues identified in the Business Resumption

Process as being crilical are involved in the development process (may
include the desktop, telecom, and distributed server environments).

Other Disaster Recovery Services

Essenfial Base Service:

All other disaster recovery and assislance toward development of business
resumption processes.
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2.0

ENTERPRISE APPLICATION SERVICES

Overview

Enterprise Application Services provides application development and
support for lechnical applications and services impacting several agencies
and the enlerprise (all agencies), including Human Resource Management
Network (HRMN), DCDS, ADPICS, RSTARS, Michigan.goy, e-stores,
Vignelle, and Senior Project Management.

Development and Enhancement Services

Development and enhancement services fo the Humman Resource
Management and Finance applications including HRMN and DCDS are
priarilized by the Civil Service Department. MAIN {ADPICS and RSTARS)
services are prioritized by the Office of Financial Management.

New Development projects and enhancements to entorprise or multiple

agency solulions including Michigan.gov applications are provided upon
reguest by agencias.

Billing and Funding

HRMN and DCDS are funded by the Civil Service Departmeni; MAIN is
funded by the Office of Financial Managememt of the BDepariment of
Management and Budget. Development and enhancement services are

billed based on the scope of work requested and funding avaitable by the
requesting agency.

The billing raie will be an hourly rate for staff bascd on expertise:

= Project Manager

+ Jr. Project Manager/Special Projects Lead
= 35r. Technical Analyst

= AnalystYCMA Specialist

Dbtaining Services

A Memorandum of Understanding identifying the rates, work o be
performed, responsibilities and funding source and approval will be
developed and signed by lhe Information Officer, the Director of Enterprisc
Application Services or designee, and the Reguestor for each project.
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Michigan.gov

The Michigan.gov pertal group provides hosting services including the
production server environment and support at a 99.9% availability, and a
test server, licenses and suppori.

Support Sgrvices for Michigan.gov include:

Formal training and expertise in Vignetie to all end users.

Technical expertise in Vignette, Surfaid and Inkiomi for all technical
resources.

Graphical User Interface Michigan.gov Standard support {banner and
graphics).

Stale of Michigan web application monitoring and review for consisiency in
security, privacy, look and feel, usabilily.

Routine and on-requesi statistical reports.

Web user interface design expertise and support of the user interface lock
and feel of the portal.

Vignette Application maintenance and small enhancements.
Maintain the contact Michigan e-mail box and either answer the e-mails or
redirect them to the agency or office that can best reply to the query.

Support Govermor's Execulive Office and Communicalion Division with
ongoing support for the Michigan.gov home page.

Billing and Funding:

Michigan.gov Portal charges must support entirely the cost of the production and

test hosting environments (now 88% of the cosl) and the support services staff

thow 12% of the cosl). Total estimated annual expenses for the Michigan.gov
portal is $4,081,000 distributed as follows:

Production and test hosling charges: $£3,586,000
Support Services Staff: $ 495000

Total estimated charges for MDA for Oclober 1, 2002 through September 30,
2003 are $144 427,

Agency charges are based on two factors — each weightfed at 50%. These
factors wilf be reviewed and adjusted annually:

Content count in Michigan.gov Database on 10/25/02 are representative

of ihe cost of those servers, redundancy and support and the Vignetle
application.
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» Page Views (end user traffic) 9/1/02 through 9/30/02 are representative of

tha cost of servers and suppaort for Michigan. gov response time,
availakility and redundancy.

Charges are not based on the number of websites per agency, the number of
authors, editors or publishers, or the number of training or support scrvices.

Ohtaining Services:

Enterprise Application Services supports Michigan.gov customers in several
different ways:

« Content Management Administrator (CMA) Training is provided on a
regular schedule or, it needed, special training can be coordinated to
ensure thai agencies have personnel capable of maintaining the agencies’
web sites with current infarmation. Training can ba scheduled by going to
http./fw3. michigan.gov/emichigan clicking on CMA and then Training.

» Assistance on CMA problems.

s+ Requests for URL redirects.

Maintain the cantact Michigan e-mail box and either answer the e-mails or
redirect them to the agency or office thal can besl reply to the guery.

For assistance and any of these items, send a GmupWise e-mail to DIT-EAMS-
Web. For immediate assistance from 8:00 AM to 5:00 PM, you can page a CMA
expert by calling 341-089% and caving your phone number.

Senior Project Manager Servicgs:

The Senior Project Manager is responsible for the successful on-time, within
budget and scope, delivery of large ($5,000,000+), complex and strategic State
of Michigan projects. They are seasoned and experienced project managers
responsible for successful delivery along with providing mentoring and
develcpment of Project Management as a discipline within the State of Michigan.

The hilling rate for senior project managers is $85 per hour {for fiscal year 2003.

Obtaining Services:

Contact your 1CG or Teresa Douglass at 517-241-5779.
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DESKTOP SERVICES

Overview

This section details lhe services associated with the avaiiability of ‘ready-
to-use’ warkstations, including standard or advanced workslations as well
as associated peripherals, standard software and applications.

It alsc covers the aclivities required 1o ensure that the workstations,

perpherals, software and applications provided are propery supported
through their entire lifecycle.

Roles and Responsibilities
Desktop Services include:

Availability of workstation & standard soflware, including standarg

configuration, softwarc and basic office productivity and State of Michigan
software and applications;

Availability of non-standard software, in answer to specific agency,
position or in some case individual needs;

Model Office service, which ensuras thal any new appiication, software or
hardware is 100% compatible with existing standards & equipment;

Moves, Adds and Changes service, which deals with the installations,
moving andfor removal of workstations and peripherals;

Peripheral support, covers the an-site suppaort for standard peripheral
gquipment;

Kiosk supporl, similar to peripheral support but tailored specifically to the
kinsks used by the agencies io provide services across the state.

Client Service Center

As its name implies, Client Service Center essenlially provides a portal in
all DIT-related service areas via an Enterprise and Centralized Help Desk.

The Client Service Center covers the following:

Single point of contact for any form of user support: {io obtain ‘break & fix'
support, to obtain nformation about DIT services, o procure new services
from DIT such as applications hosting, etc.);

Tier 1 user support with a stated goal of resolving the majarity of suppor
requests during the initial call {*on the spot™);



Tier 2 user support, when applicable, by drawing on other DIT scrvices or
Agency programs for final resolution of the issue.

L CENTER FOR GEOGRAPHIC INFORMATION {CGI)

1.0 Overview

The Center for Geographic Information (CGH provides leadership, technical
axpettise, and policy for the development, use, dissemination, promoficn and
sharing of the state's gecgraphic resources. Charges for CG! fall into two (2)
categories: direct agency charges and sarvices charged on an hourly basis.

2.0 Services

New development projects and enhancements to enterprise or multipte agency
splulions are provided upon reguest by agencies.  These services are billed
based on the scope of work requested and funding available by the requesting
agency. A Memorandum of Understanding identifying the rates, work to be
pedormead, responsibiliiies and funding source and approval will be developed
and signed by the G, the Director of the CGY, and the requesting agency. The
billing rate wili be an hourly rate for staff as follows:

Senior Staff: £75 per hour
Junior Staff: $60 per hour
Support Stafi: $35 per hour



Selected Services Incliude:

Internet Mapping Services

Thinking and warking geographically provides the advantages of using
maps for decision supporf. Internel Mapping Services provide web 1lools
lo creaie maps, integrate information, wisualize sceparios, present
powerful ideas, and develop effective solutions. Geographic information
Systems (GIS) on the Intemet provides a much more dynamic tocl than a

static map digplay. Web-enabied GIS delivers interactive guery
capabilities such as

« Searching for specific site locations
» Displaying and viewing multiple data sets
= Conducting queties for specialized analysis

« Fetrieving specialized data scrvices

The CGI provides web-specific daiz devclopment and management
services targeting cartegraphic design and map rendering lechnologies;
Intemet  Mapping Application development using pre-developed
funciionality or meeting new, agency-specific requirements; and IMS
hosting services that include G-IT hardware and software maintenance
with application versioning upgrades available.

3.0 Project Management

Geographic Information Technology (G-IT) encompasses an understanding of
spatial data, cartographic expertise, a specifically targeted family of software and
its supporting architecture. Since 80% of State government information has a
spalial component, the CGI offers agencies its G-IT experfise for reviewing
proposals containing a geographic component and continuing  project

management services to ensure successful vendor delivery of G-IT
reguiremenis.

-1 User Support

The CGlis committed te supporting and enabling Geographic Information
software and equipment users. Both formal and informal assistance and
training is available for Geographic Information off-the-shelf sofiware, G-IT
equipment such as GPS units, and user training for developed
appiications.  Carfography-related services include custom mapping,
development of both standard and custom symbaol sels, and standard
mapping templates and layers. CG! also provides GIS analysis services



tailored to mcet agency needs or assists agencies in developing and
implementing their own GIS analysis.

Spatial Data Managemeni

The CGI realizes the growing need for managing the ever-increasing
volume of Stale geographic data and offers services to develop dala
standards for geospatial mctadata, localional referencing (examples
inciude address, Public Lang Survey System, linear referencing systems,
digital orthophotography, Global Positioning Systems [GPS] and other
referencing systems), and web porlal standards for the Michigan
Geographic Data Library. Standards are designed to leverage data
integration and sharing among State agencies. Assistance is available for
using, adminislenng, and optimizing SDE {Spatial Data Engine) for data
Inading, data access, and increased performance. Modeling and design

services provide yet another avenue o improve data access and
availability.

Product Development, Data Development and Data integraiion

CGl provides the following services, inciuding

1) Standard and custom map products;

2} Large-format printing for press conferences, court exhibits, and
presentations,

3) Dalabase queries and tabular report compilation thal reference
geospalial data;

4) Address (and other Iocational dala) cleansing

and address
matching/geccoding services;

5) Geospatial and relaled data conversion and migration:
6) Custom geographic data development:
7}

Referencing system and map projeciion conversions: and

8) Two-way data integration between the Michigan Geographic
Framewotk and various business data sources.

CG1 also coordinates digital imagery acquisifion and development. The
CGl administers the State’s geographic information web poral including
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maintenance of the Michigan Geographic Data Library providing access to
several Stale agency-sponsored datasets.

Michigan Geographic Framework

CGIl serves as administraior of the “Michigan Geographic Framework™ The
Geographic Framework is a standardized infrastructure on which all GIS users of
1:12,000 scale map data can build their applications. CGI serves state, regional,
county, and local government agencies, private busingsses, and the gencral

public. GGl provides technical assislance and consultafion services to
Michigan's GIS user community.

Service Request Process

Contact your 1O or Eric Swanson at 5317-373-7510.

J. DATA CENTER OPERATIONS

1.0 QOverview

Data and Appiication Hosting is the ability to provide mainframefserver faciiities,

Operating System support, maintenance and operational monitoring of customer
data and applications.

20 [Data and Application Hosting

Data and application hosting can be performed cither in a ceniralized ar
distributed environment, depending on the crtficality of the data or
applications hosted:

Centralized hosting in a 7x24x365 data center is provided for data and
thase applications requiring high availability andfor a need for disaster
recovery capabiliies. it can alse he prefemed when a selected

applicafion resides on a mainframe or server supported by the data
center.

K. TELECOMMUNICATIONS

1.0 Cverview

Telecommunications invoives traditional voice (telephony) and data netwark
backbone connectivity between State of Michigan work locations.
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Voice Services addresses all services refated to telephony, from basic office and
cellular telephony to the design and deployment of elaborate Interactive Voice
Response systems (IVR), Enhanced Call Processing (ECP), or Call Centers.

The breadih of Voice Services offered depends direclly on the degree of
involvement that DIT has in its delivery, i.e. whether or not the delivery faciiities
are managed by DIT rather than by an external service provider.

2.0 Service Levels

This translales inlo three (3} different levels in the breadth of Voice Services that
are available 1o cuslomers:

For most central locations, ar locations with a strong concentration of
State of Michigan operations {specific buildings within the Lansing,
Saginaw, Grand Rapids and Detroit areas), DIT manages the voice

installations and is accordingly able 1o offer its full breadth of Voice
Services.

For other locations with significant population or concentration of State
of Michigan operations {specific buildings within Flint, Jackson and

Kalamazoo areas), DIT is able to offer a limiied breadih of Voice
Services.

For ali other locations, the le of DIT is currently limited to
negoftiating agreements with service providers to deliver the
services on behall of DIT.

Data & Network Connectivity covers the connectivity of users to standard Stale of

Michigan daia sources and applications such as data center applications,
distributed applications and external parners.

The Data & Network Connectivity Services are divided into the following services:

« Connection of a local network to the Sfate of Michigan "backbone.” which

provides all users of this local network with access o the different data
sources described above:

« Different remole connectivity modcs, through which users working
remotcly are able to access their normal data resources;

Different network services such as dedicaied conneciivity, connection to
cxtornat partners, ete.
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APPENDIX B: Glossary of Terms



Glossary of Terms
AL

; Access Povilopes I Physical and remotc aceess to DIT facilitics and resourees |

granied by Enterprisc Secomty. |

-B-

| 13usivess Resumption Plan | The documentation that delincates for the Client éHi

| (RRP) | DIT the necessary procedures to successfully move |

! | the Client's applications from a production facility to |

] | the Disaster Recovery Site. |
-

| Change Order

| The process of documeniing a change which 15 a deviation |
I | from an ongnal request for the purposes of evaluation, |
| | approval or rejection, scheduling and tracking. |
|

|
Clicnt | The term by which DIT will refer to the State agencics |
| | that DT supports, cmphasizing the long-term service |
| .. |rclationship. L |
| Client Service Center (CSC) i An organizational unii that will manage all regquests for !
| | elicnts. This 1s the 1114l poanl of conlract for DIT service
roquesils.

| Dedicated Services | Thore services which are utilized by a single agency.
|

| Drsaster Recovery Plan

. -

| The documentation that delmeates all the toles and |
. | respomsibilities {or DIT statl, along with the steps that
!| | must be taken to succeess{olly move the production

processing parformed at the DIT manaped facilities to the l_
|

Disaster Rocovery site.
.. [

-F-

| Those serviees which arc utilized by multiple agencics. |

lrEmm'pﬁ S0 SOTVIees

'| Escalalion ! Entaeement of inercasingly higher levels of Munaeermnent |

| | and technical Tesources W ensure pruoblem resoluton.

i
~ Erhical Hacking I Sirnulated hacking performed at the request of a Customer |

| Agency. under the avthority of Enterprise Securnty.




IE:eral Business liours

N

i Fully staffed operational activity

| MNotificatinn

| A communication to Management at predetermined
i imes to provide awareness of a problem tickel that

| has been entered into the automated sysiem.
I

—5-

| Servics Level Aprecmeont

| Scrvice Roguest (SR)
|

- A document which creates a shared understanding
- reparding the services provided. .

Any type of need from a client that 15 submutied o DT,
for example, break/fix, applicaton supporl, upgrades,
| password resets, purchases, ete. Reguest [or a change
. an gstablished process o procedure.

i Status
|

|

| Service Providers

| .
| System Availability

|

|
T

|

| Summuary of problemn resolution activitics for a eiven
ticket o Cusiomers at speci1c pomnts 1o tme.

The phase in a system life cycle of the continuous
. performance of normal daliv tasks.

—_——

' Total time syslem 1s avallable to ageney, minus schoedoled
downtime.
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State of Michigan, Department of Information Technology {DIT)
Service Level Definitions
7/18/03 Draft

1. Client Service Center

Service Definition

The Client Service Center {C5C) is designed to be a client's initial point of contact for information lechnology questions,
requests and prablem resolution. Clients may contact the Client Service Cernter by phone, fax or email al the following:

Phone at 241-9700 and 1-800-968-2544
Email at DT Service@michinan.goy
FAX ot 241-B439

Service Levels

The Center accepts calls M-F 7:30 am — 5 prm. After hours urgent calls are transfemed to the TIT Enterprize Help Desk,
Service Center representatives are skilled in handling calls concerning

« Broken or inoperable deskiop equipment
= Desktop soflware problems or guestions
Telephone or network probicms or guestions

*  Requests for services provided by DIT, including procurement, installs, moves, adds ar changes to deskiops
s  Apency application problems or questions

1 he: priority assigned to any given problem will be on a three fier scale - Urgent, High, and Mediom and Low

URGENT  Issue / problem has polential to cause logs of life / dsk of Injury

= HIGH Direclly Affects the Public ar 2 large number of users are down
= MEDIUM Al ofther problems or service requeasts with a deadline
«  EOW Al other problems or service reguest withaut a deadline

Performance Indicators

The Client Service Center will acknowlerge, resolve or refer all reguests received by phone, & mail or fax within 15
minues of inilial conlact. A resolved request wauld be one that the Client Servies Center representative was ablc to
handte to the Client's satisfaction. A referral would be a request that the Cliesnt Service Center representative handed off
i0 ihe 2™ level suppert for resolulion, The Client Service Cermor will be able o provide acknowledgement of a request by

responding Lo the Chent via e-mail when a remedy ticket was inilizled and placed in work-in-progress status or referred to
2™ level suppart,

Whien 2™ [evel support is required, zcknowledgement 1o the clicnt of the ticket will aecur within
15 minutes for Urgent pricrity ickets
20 minutes for High priority tickeis
60 minuies for Medium priority tickets

Eﬁ.-’ic;e LE'-.I’-E:I Agreement . Page 1 of 10 i -:h.-'z:!..':zzjzz.;%
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. Deskiop Services

Service Definition

Deskiop services encompasseas all aspects of maintaining and supporting the desktop PC, including

+ [eskiop ! lapiop hardware and software problems
= Printcrs and other peripherals preblems (for cxample, printers, BOMS, scannors, PDAS, cxternal disk drives)

DIT purchases a standard set of desktopaflaptops as defined in the State of Michigan's EUCN confract. These systems
come with a manufacturer's on-siie warranty for three years.  Older equipment such as AST's or MAG's that are out of
warraniy is alzo supported by Desktop Services. All equipment failures are to be reported to the Client Service Center
whare they are tracked, diagnosed, and forwarded to Field Services staff for repair and f or replacement.

Service Levels

The OIT Desklop Services group provides support on all State of Michigan desklop and peripheral equipment. Support

teams are sirateqgically located throughout the State providing 5 » 8 coverage, accommodations for after hours support
can be made on a case-by-case basis.

Performance Indicators

Repairfreplacement of standard {currently Geli (3X series) desktop { [aptap  printer / peripheral hardware will be
completed within 1 business day, if parts are required then 2 business days.

Standard, software {Rich would like some indication of what constitiutes “standard” to be written here) problems will be
resolved within 8 business hours.,

2T sialf will make every etiorl o repair non-slandand equipment in a2 fimely manner.

3. Office Instaliation, Move, Add and Change {(IMAC)

Service Definition

As a nomal process of the workplace, organiqations respond o business Mucluations by changing stafl lewets and
relocaling ofliges.

Deskiop Moves

CHT provides services W assesl in oflice relocalions by moving geskiops, | AN drops and, inselected loestions,

ielephones. Whils DT will assisl in delermining the electrical requiremsnls 1o any proposed confliguration, the client is
responsible for facilitating all elecirical requirements.

Service Levels

DIT will coordinate IMACy by assessing the siqe and complexity of the regques! belore delermining how the request will be
processed. Generally, small IMACS can be completed in 2 — 4 business days. Larger IMACS that require coordination
with other agencies, new equipment io be purchased and/or involve large numbers of devices will need o be incorporated
into a project that includes a agreed upen praject plan, for DIT oversight and timely resolution. IMAC reguests will be

refermred to the sgency(s) invalved for authariration before inifiation, Aothor-ation will be oblained from Lhe agency(s)
lhrough the appropriate DIT Dedicaled Client Spacialisl.

Performance Indicators
lt is the agencies responsibility 1o coordinate and provide chectrical requirements. Instalkation and moves of deskiop
cguipment:

7 husiness days for 1 - 5 units, nnce the equiprment is received
4 business days for 6 — 10 units, once the equipment is received

Client and DIT will develop a project plan for moves more than 10 enits. The Strategic Project Gffice (SPO} will ‘e
responsibie for providing oversighl for major orojects.

Service Loval ﬁéreeme_nt Page 2 of 10
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. Voice Services

Service Definition

OIT provides telephone setvice o approximalely 20.000 employecs in the Lansing, Detroit, Grand Rapids and Saginaw
affice complexes. For clients in outhying areas and for services olber than standard telephone o vaice mail services, DIT
has negotiated a statewide contract with several Local Exchange and Long Dislance Carners for phone senvicss. The

SETVICE conracts provided by these camiers are managed by the OIT Telecom group,. These contracts are available for
ALY USE,

Service Levels

DIT Telecom managad wvoice islephoneg service is provided 7 » 24 x 365 without interruption.  Service oulsges are @ top
priority.

Installation and moves of office telephone equipment — State of Michigan provided service
5 business days for 1 5 units

10 business days for § — 10 unils

Client and DIT will develop a project plan Tor mare ihan 10 units. The SPO will be responsible for
providing oversight for major projects.

Local Fxchange and Long Distance Carricr services are provided according to the service levels within cach contract.
+ Instaliation and moves of standard office (elephone equipment — Vendor provided service - according (o condract
provisions

Performance Indicators
DIT Prowided Service

+ Voice service is available 59.59%,

=« Major interruptions {such as dial tone disfuptions) will e repaired within 4 business hours.
Minor problems (such as noisy cord or headset) will be repaired within 1 business doy,

Wendor Provided Senvice
OIT will provide Yendor Management of SBC and work in ensure the lerms of the contract are met.

5. Procurement & Administrative Services

Service Dohinition

D1 Contracts and Procurement, Services performs all IT computer commodity & service procurement Tor Lhe State ol
Michigan, negotiaies all I related conlraclual services, and ensures that the scrvices provided meet contrant
specifications. Many of the procurement aclivities are a component of ofher DIT Scrvices.

Service Levels

DIT manages the enfire spectrum of IT procurement, Irom slandard desklop acquisition through complex ITB (invilation to
bid) solutions.

Pedformance Indicators
Commodily desklop acquisilions
« Standard, {on hand inventary) completed in 2 business days

Standard, purchased required, 2 — B weeks {end-to-end metric, from lime request received to Field Services
inskallation}

Mo Sandard Acquisilinons will be negolialed with appropriate vendors and compleled in @ timely manner,

ITE Process
= Large projects (= 51 M, high rizk}

12-18 morihs
s«  Mcdium projects (52500 — 51 W, medium risk)

g-12 mnnths

Service Level Agreement Pagc 3of i0 -

9:23/2003
Appondix #1

Dt



§

THE LKW G b
LR A

»  Small projocts (550K - $250, low risk} A- & mordhs

.woicing
« OnTime
= Discrepancy Resolution within 30 days

6. Application Services

Service Definition

Agency Services is the limison between the Department of Infarmation Technology (DT and the individual Exccutive
Branch agencies. This tearn is responsible for ibe development, modifications, and enhancements of agengy T
applications. The development of new applications and major modificaficns to exisiing application will be coordinated with

the agency by the Agency Services team. The Agency Services Team will engage the Stratenic Project Office for
assistance in managing major projects that have been approved by an Agency {or implementation,

Agency Service's Enterprise Application Services is responsible for cntorprise applications, including HRMM, WMAIN, and
the stale web portal as well as middleware support and services for DIT. The develnpment of new enterprise andfor
multiple agency applications and major modifications 1o cxisting enterprise applications will be coordinated with the
Enterprise Applicalion Services team. The Enterprise Application Services {sam will engage the Strategic Project Office
for assistance in managing major projects that have been approved by Agencies {ir implementation.

Service Levels

The Siralegic Project Office (SPO) will be responsiblc for providing uversight for projects that are assigned lo DT, The

SPQO will provide: periodic status reports as requested by the Agency Services Team or when the project fails to meet the
required milestones or task timeframes.

Performance Indicators
he: project will report on time, on Budget and within scope metrics based on the project plan.

7. Data & Application System Availability
Service Definition

MNT Agency Services provides the development and mainlenance of application systcms on various technologies and
plalforms. Currently, agency application support is performed by Ihe samc staff that was performing thal funciion prior to
the formation of DIT. This supporl staff now repors 1o the DIT agency 10, The Chient Servige Conter will accap! calls Tor
application issues and then forward those calls to the appropriate agency support staff for resoiution.

Agency application support and development will be the responsibility of the Agency |0 and the suppart staff. System
software and hardware supporl for mainframe and scrvers will be referred to Infrastruclure Scrvices for resolulion. Data
Center Operations is responsible tor Ihe support of the mainframes and servers instafled al the Secondary Complex Dala

Center while Disiributed Scrvices is responsible for the suppert of servers howsed in data centers outside of the
Secondary Complex Dala Conter.

Agency Service's Enterprise Application Service is respansible for emerprisc applicatians, including HEMN, MAIN, and
the state web poral as well as middleware support and services for DI

Service Levels

Maintenance and support requiremcnts for a specific application will depend on the associated Agency's necd for
availability and access to thal application's functionnality and data. Resolulion times for reported problems and applicalion
up-time will al=o be determined by the Agency's cuslumer's required access and the assigred priority level for the

availability of the: application’s functions and data. Application availability will also be dependent on the avaitability of the
application host, supporling network, deskiog as well as ather application dependenoics such 25 a dalubasc,

Service Level Agreemant Fage & of 10
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Application enhancements and now applications reguests will be assigned to the Agency Information Cflicer or Foterprise

' prlication Services for resolution.

Ferformance Indicators

The Agency’s eusiomer will determine when the appiication may need to be avaitable. The availability of an application
may be required only during normal working hours of Monday Lhru Friday from S8amto 5 prn or if the application provides

critical information 16 i('s users then it may necd to available 7x24x365. DIT will engincer new applications to provide 959%
availabiiity during the: fime spoeified for the Agency.

8. Center for Geographic Information

Service Definition

The Michigan Center for Geographic Information (CGH provides leadership, lechnical expertise and palicy for the

development, use, dissemination, promolion and sharing of geographic infermation in the state of Michigan. The Center's
mission wilt enable state government in more offectively and efficicntty serve the citizens, businesses and other

governments of the stute in arcas of public protection, homeland security, econamic devclopment, environmmental
proieclion and transportation,
Service Levels

The Center far Geographic Information will respand to renuests for serviceas that CGI provides.

Perdformance Indicators

The: project will report on lime, on budget and within scope meirics based on the promect plan.

9. Web Site Portal (Michigan.gov)
service Definition

The State’s Inlernet services are coordinaied through a singie portal, www trichigan. gov providing @ singlc external face
inihe web. Goals of Michigan.gov include

Consistent wab user interface {lonk and feel, usability) across individual agunecy applications and servicos
= Consiztent security and privacy policies

DIT provides hosting services for production and test environmenls, support, and fonnal training in the michigan.gov tools,
Yignelle, Surfaid, and Inkiami.

Service Levels

Thes Michigan.gov porlal is availabie £ x 24 x 365, The e-Michigan Wob Developtnant group will respond (o requests for
SEVIGeS.

Performance Indicators

INT will mainiain 98% portal availability.

Service Level Agreement Fags 5 of 10 - PR oE.
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Client Service Level Reporting i ) ) o
~ DIT Service . | Measurement Description '- . Goal !

| Client Service Center .= First Caff Resofution
= |« Number of Cases .
| » Cases calegorized by fype; repailr, service request | |
' 1 and guestion. N ;

Relurn o Senvice. When a client’s requesi {repair,
| replacs) was compleied. This includes deskiop
| hardware, peripheral cquipment and soflware.

. | =RepairfReplace {Call Resolution)

| First cali resolution 70% of the ime. |

| Prablem résolulion within 1 |

businezs day, if parls needed then !
! 2 husiness days. |

[ Office installation, Deskiop IMAC: from request 1o time client is abls 1o | » 1— 5 units Desklop - 2 Business |
Move, Add and Change | acoess data, . Days, :
| {(IMAC)

= § — 10 units Deskiop - 4 |
| Business Days,
o N - ) | = =10 units will be a project.
1 Service Avatlability (Uptime). The porcentage of lime ' 99.99% for DIT pravided voicc
| the service was available to the client. Scheduied
| maintenance is not included in this measurement. .
I | Return to Senvice. When a chent's requesi {renair, | Probiem resolulicn for ONT provided
i " replace) was completed. | voice services, within 1 business |
|

| day, if parts needed then 2 )
| . husiness days. |

I Voice Services

I SETVICDS, |

| - ¥oice IMAC; request through time client is abke 10

_ For DI provided voice services: |
i makeiteceive calls.

= 1 —"units - & businecss

days
i « B —10units - 10 business
! dixys
_ _ - - .= =10 units will ber 2 project.
Procurement & Feguests for 1 hardware, sofiware or services,
Administrative Services = Standard Commodity Acquisitions on Hiang - 2 Business Drays:
‘ Irvemiory
*  Standand Commaodity Acouisilions 2 — G wocks
| lnvoicing:

) = Invoicing Slate Auencics for D Services (3 | On Time |
| wecks after calendar month ond) _
| - _ * _ Resolulion of Invoicing Discrepancics - | 30 Days . |
Application Services | Time lo project agreement and scope definition. 24 weeks
" Progedd complotion.

h . B | OnTimeron Budgeifwithin Scope. |
Transactinnal Systcms Service Availabilify. The % of | 99%, Availability '

time production services were available (o the dlicnt.
| Scheduled maintenanee is not included in this |
| measuremeaent. ) o o ]

* Service Avallatilify {Ugtime). The parcentage of | 89.5% Avaitability

fwanw THIChigan. gow) tme the website was available to the client, !
| Scheduled maintenance is not included in this )
measurement. |

»  MNumber of Hits. This is the mimber of tmes a client -
| i website was accessed,

Data & Application |
System Awvailahility

| Web Site Portal

Service -I;;avcl Agreement FPage 6 of 10 " - 8232003 —
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Problem Priority Categories

—ategory _
URGENT
! Problems will be
. considersd lhe highest
| priority and are
1 considered to be a

| possible life-threatening
situafion

|

- HIGH
Problems will be
cansidered lhe second
priority and refleci a
situation where the public
- i being dircctly impacted
in a negative way

MEDIUM

Al problems not meeting
the Urgent or High critcria
will be assigned Medium
priority siaius; this default
will be considencd the
dird priority aod reflect a
siuation where there g
no risk of personal injury,
and the putidic is not
being directty efected.

| Criteria

(1L}

ST TTRETS
L E TR

| Example

Risk of Personal injury or Loss of | ifc !
tritical Infrastruciure Components .
{e.9.; Mainframe chiller unit, LMAN |
Backbone) '
At the: direction of the Data Center |
Gperations, Tolecomm, or Security

and Disaster Recovery Management
Dhrectors. |

Agency network down
Production mainframe dewwn

Security syslem down effeciing a large
nurnber of Lsers

LEIM Interface or sysiem down

[

Service Lovel threemerif

Appandix #1

Network outsges or pérformanhe

#Any outage or pedormance :
degradation that directly affects the |
pluiblic

Major operational hardware and |
software ur non-peripheral

equipment.

Al the direction of the Data Center
Operations, Telecomm, or Security

and Disaster Recovery Management
Directors,

degradation effecling uscrs that are
not invilved directly with 1he public
Internal e-mail issues

General how-10 questons
FProblemsflssuas wilh non-pubtic
service batch jobs

Degradation in response lime
cffecting non- public applications
Password resets for users not
directly involved with the public

Page 7 of 10

Branch office down

Internet down or severely degraded
One or more Customer locafinns) down
‘Out OF Pubiic Busincss'

Qutages or performance degradation
effecting availabilily of public services
Key Treasury funds transfer down
Severe degradaiion in response lime
effecting public services

All Other Requests
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State of Michigan — Department of Information Technology {DIT)
6-Up FIA Service Metrics — July 2003

Helpdesk First Call Resolution - Des!-cg- Resnlm_d .Cases -

1000 - -+ 100
t : — — — 1KY
= A B0 e of Tackets 80-
5 B . O# of Deskiog Repaic
2 : Gl CoCall
[ - &
W Ao | &) _ 40
[+ I —i— Taiyat B
3 200 20 . ) O#% af Culls Raxolved
n ] o = Yool it Call : : ¢ within 2 Buesiness,
o e e __Resolution G- © Days '
L= =T = T th q:?’ =
'I: = on = Q,,(? \ié:l \':FS @QQHJ
2 S 3 82 : kS o o
Desktop/Voice IMAC Procurementfinvoicing
00 100 —
w HUL O o : m BO-
7] . - J— t [
3 80t ] : 4. ' g (G104
"E . i =¥ of Deskiop - !
a0 - ! IMAC . ST [ P .- .
: [+l | ! —&— F Slandard
o oo - H Cormnodily
- . , ' L ! —— g of Voioo ; : _ : FRequesls
S IMAC O TS, —  —&— Targut dulivery
5 = = it —. 5 = T =
g B8 2 g 3 3 F & -
: Voice Availability Web Site Portal Availability
o0 . e —l——— 1030001
- - - 800 + R
—— o Lt of ik,
£ 600+
-
- &— larget z a0
A SN - 200 k —i— Targel
oL T T e B AaraRability 0 i L ) o -=T- W Awailakility
™ ] o) ™ -~ I e B .
g s = £ s L
2 3 3 8 53 5 kB
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Metrics — June 2003

Application Services

Goal — On Time/On Budget/Within Scope

Projects:
1. Project XyZ

Status — Briefly explain projert status as it relates o schedule, budget and scope.

Cenler for Geographic Information
Goal — On Time/On Budget/Within Scope
Projects:
2. DProjoct Map Michigan

Stalus - Briefly explain project staius as it relales to schedule, budget and scnope,

S'f:_nrice Level ﬂ.grécment Mage 9 of 10 BrEn0a
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State of Michigan — Department of Information Technology (DIT)
6-Up External DIT Service Metrics — June 2003

Case Count by Case Type

B&0
W EED - —— OTetal Cases
- g = ¥ of Tickets by Agency
£ 840 -
—_— H - BRepairs
e § T
=] : i - Target .. 0O Senvoo
* 800 - 4 Requests
rao L et B oF 150 Coll % T
o S oM ___Resolution : Cheestions
[ = L X = —i
§ 5 5 5 & B
= oH E AL =
Desktop - Resolved Cases Service Request On-Time Completion
i
e . R Y, i Senvics
O# ol Desktop Repair Roequessts
Callz Comploterd
Omn-Tirne
\ O of Calts Resolved
! withen 2 Business $— larget
Days ;
: i
| 1
Jan-03 Teb3 MarD3  AprU3  May-03
Data & Application System Availability
184 1005
o585 :
58 & mn f
a2 w5
9;"'; — — — :uS}‘slcm Aoaitabulity
D86 - S OGoal -t
D84 ——.. P =
882 -- .
a8 . . - - -
Jan-03F Feb-63 Mar3 Apr-03 May-93

——= Voite Services Availibility (%Uptime) — Goal - %

MNole — This is & SAMPLE Report; Metrics reflected are not actual Service Siatistics.
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